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CYBER AWARENESS
- PROGRAM
Cyber Crime Police Station

Jangipur Police District

Do not share Password with Anyone
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Do not share password with anyone.




Do not search any service center no. (Jio, Voda, Lg,
Samsung, Flipkart, Amazon, Ola, Zomato,
Automobile)/important organizations no. (School, College,

Shopping Mall, Doctor, Hotel, Aviation, Tourism)
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Voda, Lg, Samsung, Flipkart,
Amazon, Ola, Zomato,
Automobile)
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Avoid Typing your Password in front
of Anyone.

ipkart / Customer service

044 4561 4700

People also search for



Do not save password on any device

X
Do you want Google Chrome to save
your password for this site?
(@IHT Device -4 Password I35
@A A Username
passlhu‘-o(d ooooooooooooo o

Do not save Password on any Device.

Use Different Passwords
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Use different passwords for different
accounts and devices.




Always Lock Your Profile & Turn On Two Step
Authentication

Facebook, WhatsApp, Instagram, Twitter Account 3
SIATAT Social Media Account -4 (ATHI3e SIAul T
YN 932 “Two Factor Authentication” I $(J Y|

Always keep the profile of Facebook, WhatsApp,
Instagram, Twitter Account and other Social Media
Accounts locked and “Two Factor Authentication” on.

Do Not Share Personal Information
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Do not share your personal information on
social media.




AEPS (Aadhaar Enabled Payment System) Fraud?

What is AEPS Fraud?
Ans: The frauds, often caused by a misuse of biometric
data or UIDAI have led to monetary losses for customer.

AEPS giferaifs f&2
Ans: T2 IWWIGS (S6f I UIDAI-99 W9Iq1d3IEd
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How to avoid AEPS Fraud? Biometric Aadhar Card
Ans: You keep your aadhaar biometric off. This way you Lock/unlock
can avoid AEPS Fraud a m 22
f$SI@ AEPS Fraud 9GI@A? e~ - ity S
Ans: QN SistAtg @TWWWWI q3ei@ Name Bes:
WIifA AEPS Fraud (T 3750 Sti@A| 1 oy ' e

Do Not Share Any Random Post
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Do not share any kind of communal
posts.
Do not upload photos of intimate
moments with anyone to social media.
Do not post or share any political posts
on social media.




Do Not Click Suspicious Link
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Never click on any suspicious link.

Suspicious link

This link contains unygual

https://www.ybetainfo.com/

OPEN LINK

GO BACK

Do not pick up video calls
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Do not pick up video calls from strangers




Do not make Financial Transaction
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Do not enter into any Financial
Transaction with any person you knov
on social media.

Do not buy any item in Facebook

Marketplace ——
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Don't buy anything from Facebook
Marketplace without checking its
authenticity.
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Make Your Password Strong

Paytm, PhonePe, MobiKwik, Google Pay,
(© *fEIett ATITS AYA |

9TRONGER

Keep strong passwords on Paytm,
PhonePe, MobiKwik, Google Pay.

One Time Password (OTP)

517 BIdt (St @I OTP / PIN &1tst AT
@S I 9N (FIF OTP/ PIN Wi I NEVER
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OTP G=wo

ANYONE...

Remember, no OTP / PIN is required for

any financial transaction to get your due

amount. Avoid anyone who demands any
such OTP/ PIN.




Do Not Share Your Bank Information
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Your Personal
Information
and Bank Details
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Do not share your bank account number,
ATM, CREDIT card number, CVV and
PIN with anyone.

Do Not Write your PIN of Credit or Debit

DEBIT 3t CREDIT 316 a3 5%\ ATM
PIN forted I At
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Do not write the ATM PIN on the back of|
the DEBIT or CREDIT card.




Do Not Received any Scam Call and Inform Local
PS
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If you feel that you are being scammed
through any phone call, contact your loca
police station or cyber police station
immediately.
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