
 

CYBER AWARENESS
PROGRAM
Cyber Crime Police Station

Jangipur Police District

Do not share Password with Anyone

 
!"#$"$ %"#& '"%()"*+  ,-)"$ !$#./ /"।

 
 

Do not share password with anyone.



Do not search any service center no. (Jio, Voda, Lg,
Samsung, Flipkart, Amazon, Ola, Zomato,
Automobile)/important organizations no. (School, College,
Shopping Mall, Doctor, Hotel, Aviation, Tourism)

1. !"#$%# &#'()& !&*#+ %,+ (Jio,
Voda, Lg, Samsung, Flipkart,

Amazon, Ola, Zomato,
Automobile)

 
2.  -+./0123 4567#$%+ %,+ (89 :,

"$:;, <50= >:, ?#@#+, !A#$B:, 5C>#%
D:#D:, 0E3B%)

&#D3  "+$C% %#।

Avoid Typing your Password in front of Anyone

 
"#$+# &#>$% 5%$;+ 0#&FG#?3  B#H0 "+#

!I$" 5C+6 I#"9 %।
 
 

Avoid Typing your Password in front
of Anyone.



Do not save password on any device

!"#$%# Device -& Password '()*%
")$+% %#

 
 

Do not save Password on any Device.

 
,+,-. account / ,0-#1' &) 2%3 ,-.

4#'/5#06  +3+7#) ")8%।
 
 

Use different passwords for different
accounts and devices.

Use Different Passwords



Always Lock Your Profile & Turn On Two Step
Authentication

Facebook, WhatsApp, Instagram, Twitter Account !
"#$%#$ Social Media Account -&' ()%*%+, -./0% ,1

'%23# &.4 “Two Factor Authentication” "# 15' '%23#।
 
 
 

Always keep the profile of Facebook, WhatsApp,
Instagram, Twitter Account and other Social Media

Accounts locked and “Two Factor Authentication” on.
 

Do Not Share Personal Information

6#57' .$689: :;$ (-%<$%, 6=6>?%? (<?%'
1'5.# #%।

 
 
 

Do not share your personal information on
social media.



AEPS (Aadhaar Enabled Payment System) Fraud?
● What is AEPS Fraud?

Ans: The frauds, often caused by a misuse of biometric
data or UIDAI have led to monetary losses for customer.
 

● AEPS !"#$%"#& #'?
Ans: ("%)* +",%",-.' /01" +" UIDAI-23 45+6+7",33
'"3,8 9:; !"#$%"#& <"7,'3 !=6 >?@A' B#&3 '"38 7%C
 

● How to avoid AEPS Fraud?
Ans: You keep your aadhaar biometric off. This way you
can avoid AEPS Fraud
 

● #'D",+ AEPS Fraud 2E",+=?
Ans: >5#= >5="3 >F"3 +",%",-.' +G 3"HI=।2*D",+
>5#= AEPS Fraud /@,' +J"K,& 5",3=C

Do Not Share Any Random Post

1. /'"= F3,=3 9"LM"#%' /5"N /)%"3
'3,+= ="।

2. '",3" 9",@ /'"= O#=P -Q7R ,&S 3 T#+
/9")6"$ #-#0%" >5,$"0 '3,+= ="।

3. /'"= 3"!U=#&' /5"N /9")6"$ #-#0%"%
/5"N '3,+= =" +" /)%"3 '3,+= ="

 
4. Do not share any kind of communal

posts.
5. Do not upload photos of intimate

moments with anyone to social media.
6. Do not post or share any political posts

on social media.



Do Not Click Suspicious Link

!"#$ %&'()$" *+,&" "-&$# *." "/&0$
$#।

 
 

Never click on any suspicious link.

Do not pick up video calls

1&2$# "#&/#/ *3*45 "+ 6/&0$ $#।
 
 
 
 
 

Do not pick up video calls from strangers.



Do not make Financial Transaction

 
!"#$%#& '(')*#* +','-. !/#01# 2%#'3,
"#04 !/#01# ,/( 5647/ !&10801 9#021

1#।
 
 
 

Do not enter into any Financial
Transaction with any person you know

on social media.

Do not buy any item in Facebook
Marketplace

".%.# '2-#, 1# /0, !/#1 '/:;  !<"2;/
(#0/= >0?" !40/ '/10. 9#021 1#।

 
Don't buy anything from Facebook
Marketplace without checking its

authenticity.



Make Your Password Strong

Paytm, PhonePe, MobiKwik, Google Pay,
!" #$%#&'( )&*+,&-.  /&012 ।

 
 

Keep strong passwords on Paytm,
PhonePe, MobiKwik, Google Pay.

 

One Time Password (OTP)

342 /&0452, !6&2 789:6 !'24;42 7)2&/
<&)= >&6& !)4" !6&2 OTP / PIN  '&4? 2&।
!6@ A$; B/63 !6&2 OTP / PIN ;&$5 64/

"&46 B$C4, D'E2।
 
 
 

Remember, no OTP / PIN is required for
any financial transaction to get your due
amount. Avoid anyone who demands any

such OTP / PIN.



Do Not Share Your Bank Information

!"#$% &'()* +'(*(,- "(.(%, ATM,
CREDIT *(/0  "(.(%,CVV 1 PIN  *(#%(

2(#3 456(% *%#&" "(।
 
 
 

Do not share your bank account number,
ATM, CREDIT card number, CVV and

PIN with anyone.

Do Not Write your PIN of Credit or Debit

DEBIT &( CREDIT *(/0  7% !89#" ATM
PIN !:#; %(;#&" "(।

 
 
 

Do not write the ATM PIN on the back of
the DEBIT or CREDIT card.

 



Do Not Received any Scam Call and Inform Local
PS

!"# $%&'(& $)&( %* +, -&./'- 01"(
2(345 %',( $! 01"( 67&,(&, "8%&,
9':(, 7;<=&; 01(&, >&(?@ A&(& 5&

B&C5&, A&(& $7 $!&D&'!&D %,E(।
 
 

If you feel that you are being scammed
through any phone call, contact your local

police station or cyber police station
immediately.  

CYBER CRIME
POLICE STATIONJANGIPUR POLICE

DISTRICT

THANK
YOU


